DATE OF PUBLICATION 26 NOV 2013
Vaibhav Mathur

ISSN: 2348-4098

Volume: 1 Issue: 1

Cookies, and it’s tracking mechanism for User’s Identification

Vaibhav Mathur

Mo00383937, Computer Network, Middlesex University, E-mail: vaibhav.mathur2007@gmail.com

Abstract
Conventional cookies, cache cookies are the part of the cookies; these are the data objects of the
servers, which is store in the web browsers. Cookies are basically small files, it allows to the web
server to store all the information in the user’s computer. In this paper I trying to show you how
we authenticate to the users. Here cache cookies play an important role. For the privacy measure

most of the people block our conventional cookies in their browsers. As | show, this technique is

also help us to restore lost usability maintain their goof privacy and phishing & pharming.
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1. Introduction

In the World Wide Web the web browsers
and web applications communicate to each
other through HTTP. In the cookies, all the
personal information of the user is store. For
example if Alice want to visit a Bob website,
so when Alice visit a website, the domain
server store a cookie in Alice browsers.
When Alice visits a website again the server
automatically identify that cookie. The
cookies are supported all modern browsers
and allow for a great flexibility, means they
show that how user can manage the

sessions in the web application.

There are many types of cache cookie, these
are work as a, maintain the various cache in
the browsers and access their content.

Cache files is also help us to your browser to

work faster .Behind of you PC, all the picture
files, sound files and some text that your
browser browse are store. So if someone
wants to share your pc make sure that all

the browsing data are cleaned.

Temporary Internet Files (TIF) is the example
of the cache cookie. TIF work such an object
like images, it accelerates all the browsing
speed. So when you open a browser and its
display that data object are present in
temporary internet files, it can directly
access to the data object rather than take it

from the server.

A cache cookie work as ordinary cookie. It is
common form the server to contain the
secret value from the browsers of user’s.
These cookies are helping us to authenticate

to the user or most precisely her browser.
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There are two different versions of cookies
in use [1]: version o cookies known as
Netscape Cookies and the version 1 known
as RFC 2965. The version 0 cookies are the
mostly used version it defines the set

cookies header, and the header as follows.

Set-Cookie: name=vale [; expire=date]

[;path=path] [;domain=domain] [;secure]
Cookie: name = value

For example:

Set-Cookie: SID=123abcd; domain=
vaibhav.ac.th

Cookie: SID=123abc

GET/HTTPA.0
Host:www.abc.com

Browser
' Web Server
GET.‘H'I‘TPH 0

Sef cockie SID ="123abe”
Web Server

SID="123abc"
Browser \
GETHTTPI1.0
Host:www.abe.com
& Ig_lcome — m =y |:|

Browser SID="123abc”

Cookie Database

2)

Web Server

Figure 1: Web Server and the client exchange the

cookies

In version 0, the cookies work as the
identified, these are check the combination
of the following attributes such as name,
domain and path. The domain and the path
attributes inform to the browser that the

cookie must be sent back to the server,
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when requesting URL of a given domain and
path. The expire and secure attributes are

possibly not used.

The version 1 cookies are an extended
version of the Netscape cookies. It is also
identifying the cookies by name, domain and
the path attributes as in the version o, but it
is also an ability to identify the cookies using
port attributes as well. The web server set
the cookie2 header instead of the Set cookie
header. Always browser must return the
same value because the web server must
always specify the value of the name of the
attributes and the cookie version in the
cookies. Almost all modern browsers do not
support the versiont cookie expect opera
browser, so the version1 cookie not widely

used by web developers.

For example:

Version 1 cookies:

Set-Cookie2: SID="123abc”; version=""1"
Cookie: sversion=""1"

SID=""123abc”

2. Cache Cookies as authenticators

Cookies are not basically design for the
authentication; it is design for the
convenient way to pass the state. There are
too many system they achieve the security

goals, such as authenticator which added a
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feature like security password [2]. Here |

apply a same approach to cache cookie.

As we know that the cookie are fully
accessible by the domain server, so that are
capable to attack such as pharming. In this
pharming attack the browser can directly
connected to the web server which is
combined to the domain, it is not connects

to the spoofed site.

Here | trying to show you, how the user use
the cache cookies, when they use or not
apply to the domain server make sure that
these stand to the pharming attack. New
ceptual framework is the basic work, where
cache cookie support s virtual memory
structure. This structure is known as Cache-

Cookie memory or CC-memory.

The main advantage of the cache cookie is
more space. It is virtually addressable
memory. Its size depends on the bit length
of the browser as the name of the URLs. So,
in the CC-memory the server can take only
the negligible portion and the attacker also
read only the negligible portion of the CC-

memory , the hole portion is not be feasible.

3. Cache Cookies Memory Management

As | discussed that CC-memory is the read-

write memory which is the structure of the

user browser. These cache cookie are based
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on the temporary internet files, the same

principle is apply in the entire cache cookie.

Here a server works as a variety of TIFs by
giving them the URLs. For example a domain
is www.abc.com can work in a browser, But
if the URL is different like
www.abc.com/computer.jpg

Here computer.jpg is the any URL that
complaint the string. So the server can
create only the CC-memory structure, over
the space of the URLs, e.ug.

www.abc.com/computer Jp8g, where

computer is the index of the CC-memory.

3.1 TIF -based cache cookie

As | explained TIF is the temporary Internet
files, which contain the object, here image
are embedded in web pages. These are
those file where user want to revisit the
website, it is also showing the faster display.
There is no expiration, but the disk is

covering the space.

In the TIF, As | mentioned that for example A
is a browser cache, if A is not present in
cache, it will not pill the A, but instead it

takes a local copy.

3.2 C¢-memory

Conventional cookies have optionally takes

the paths. A cookie released this path when
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a browser sends a request to the URL. So for
example when cookie is set the path
www.abc.com/A, this path is released when
the browser visits this URL is the form of
www.abc.com/A/..... With the help of this
path it is possible to create a CC-memory.
This type of memory can also support a high

virtual memory structure.

4. Scheme of user identification and

authentication

In this scheme, | show a tree based
construction called an identifier tree. These
trees are also helps us to enable a server, so
the identifier first identify the visiting user
via object, which is stored in the CC-memory.
If we talk about the pharming attacks the
attacker can successfully spoofs a domain
name, and bypass these domain to the
domain name controls. CC- memory is based
on the history of the browser. Identifier —
tree scheme is the best solution, because its
access the server to user identifier which is
based on secret key that is takes by the

server not for the domain.

4.1 Ildentifier trees

Fig 1.2 show A identifier tree T. When you
create A identifier tree, a server can
associated that every user joint the leaf in
the tree. Where nodes S represent the

secrets in CC- memory. When server support
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to the browser, the user set the secret cache
cookie path from the root of the user leaf
[2]. If someone wants to identify to the user,
the server interact with the users, and the
browser shows that which path is contain.
Here the server performs the depth search.
This search is feasible only when server
generated the identifier tree because the
server known that where the secret cache

cookie are associated in the nodes of the

tree.
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Figure 2: This is a simple identifier tree
Source:

http://ieeexplore.ieee.org/stamp/stamp.jspp

5. Critical Analysis

This research focuses on the problem of the
web users. As | showed that web server are
not provide that much information, we
needed to some complex approaches to find
out the information about the different
users. This is done with the help of the
cookies. Median Public opinion and the
market research institute is the researches
partner. When you open a web pages
sometimes advertisement are comes in the

web pages. These advertisements are
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managed by some specialized agencies.
Some of the agencies send the cookie
alongside to the image contains the
advertisement.  These  advertisements
manage by large scale of World Wide Web.
They can build up to control the users profile

and identify them by their details.

Some of the web browser allow to the user
to switch off the cookies. So when the
cookie is switch off the browser, will throw
the cookie and sent it to the server. Some of
the cookies have the password protected.

This is use for the security purpose.

6. Conclusion

In this paper | shown about the cache
cookie, how these cookie can support to
identify the wuser identification. These
cookies are also helping us to identify and
track of the visited website. Some of the
user can increase the level of the cookie
because of the privacy concern. These are
also use for the authentication purpose, user
authentication help, to protect against the

phishing & pharming attack.
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