
 

 

Remote access desktop application using Remote Frame Buffer Protocol 

Nayan A. Gaikwad, Priti P. Doke , Neha S. Parnerkar, S.S.Kulkarni 

1 Student, Information Technology Department, Sinhgad Academy Of Engineering, Maharashtra, India, 
nayang7@gmail.com 

2 Student, Information Technology Department, Sinhgad Academy Of Engineering, Maharashtra, India, 
pritidoke14@gmail.com 

3 Student, Information Technology Department, Sinhgad Academy Of Engineering, Maharashtra, India, 
neha.parnerkar@gmail.com 

4 Professor, Information Technology Department, Sinhgad Academy Of Engineering, Maharashtra, India,  
kulk.shri@gmail.com 

 

  Abstract 

In this paper, the process for accessing remote desktop based on VNC architecture has been discussed. The application of this 
project is to remotely access the desktop with the help of android phone. Today world is changing continuously. If the user in a 
survival situation where he needs to access his or her desktop remotely, can easily access and manipulate. A VNC viewer is 
provided on user’s android phone to serve the same purpose. The user can access and manipulate his or her desktop. This 
application works efficiently for all the platforms like LINUX, Windows etc. After compressing the image of desktop, it is 
transmitted to the android phone. To facilitate the viewing on android phone, many functions are provided.  The frequently 
used area can be quickly accessed using shortcut function.  Guidance function is used to view the current assignments. The use 
of twin function is to view the two areas at the same time.  

 

Index Terms: Android, Java, Wi-Fi, Virtual Network Computing (VNC)  

 

1. INTRODUCTION 

Today, everyone is busy. No one has more time. So 
people are being techno savvy. They want their work done 
without wasting much time. The function of this 
application is to help the users to access their desktops and 
laptops while roaming.  The application will work as a 
mediator between the android phone and remote desktop. 

 In previous days, the remote access could be done using 
web browser and GPS services. But due to propriety issues, 
it is not possible for the users to access their desktops as 
the system does not allow. But after the invention of the 
android OS, it is possible to access the hardware by users. 
Nowadays, people are very much concerned about their 
privacy. They want all the control of their confidential 
things in a hand. 

This application completely based on VNC architecture. 
The VNC server which must be installed on user’s computer 
and it must be connected to Wi-Fi network and monitored. 
This application will assist the users to remotely control the 
access of their desktops and laptops over a Wi-Fi network. 
They can perform all the functions using this application.               

2. PROPOSED ARCHITECTURE  

In past days, the mobile phones were having 
functionality to make calls and send text messages.  Now 
mobile phones have the abilities to execute java 
programs. People can use their mobile phones to read 
and write mails, surfing the web, playing games. The 
mobile phones have become inevitable part of life. The 
technology has been developed to the extent so that it is 
possible to access the television sets using the android 
mobile phones. Our application is an  advancement to this 
concept. Our application will guide the users when they 
will be away.  

The concept of remote access of desktop using 
mobile phones has been inspired by Virtual Network 
Computing. This graphical desktop sharing system 
provides remote control via network. By using graphical 
screen update from a controlled device and capturing a 
mouse and/or a keyboard, the controlling functionality is 
supported. This system works on the concept of RFB 
(Remote Frame Buffer). It transmits all the information 
between the devices which are connected. TCP/IP 
protocol is used for the transmission which is done on 
one port with the range 5900-5906. VNC system works as 
client server application where server side is a machine 
which is under control and client side is a controlling 
device. The function of the controlling device is to view a 
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shared desktop (or screen in general) and capture and 
convert all user activities into the RFB protocol messages. 
The server side interprets the events which are received 
from client side and injects into self system. The client 
which is connected to a server will get response with 
regard to the graphical screen update request. The server 
will send the desktop view to the client. The user’s mobile 
phone is responsible to see and manipulate the desktop. 
It is necessary to terminate the connection in order to 
receive any call. 

 

3. DESIGN OF PROPOSED SYSTEM 

Our application comprises of five main modules. 
The modules are described with their functionalities the 
functionality and design of each module is described 
further. 

3.1 Desktop Sharing  

Sharing of the remote desktop screen is the main 
function of this module. This module deals with the 
authentication and connection between the client and 
server. The VNC protocol is used for the implementation 
of this function. VNC protocol is based on the concept of 
a remote frame buffer(RFB). The frame buffer which are 
displayed on a viewer can be updated using this protocol. 
Because it works at the frame buffer level. It is applicable 
to all operating systems, windowing systems and 
applications. The protocol will operate over any reliable 
transport such as TCP/IP. The IP address of the server and 
the password transmits the first frame after handshaking 
is done. 

3.2 Panning and Zooming  

The viewport can be moved horizontally and vertically.  
The viewport can be widened (zoom out) to browse its 
contents and narrowed (zoom in) to see the display in 
greater detail. 

3.3 Over viewing and Twin view 

The over viewing mode is provided to browse 
the entire area of the desktop display and to choose a 
specific area within it. The aspect ratio is changed so that 
the whole area is rendered to fit the screen of the cellular 
phone, when the user turns this mode on. This helps the 
user adjust the viewport to the desired area of the 
desktop display. In order to get the desired result, we 
need a specific condition. Sometimes, it is convenient to 
display two areas of the desktop simultaneously. By 
moving our line-of-sight slightly, we can enter test 
conditions and observe the results. In case of a VNC client 
viewer, we have to press keys many times to enter the 
test conditions and view the results repeatedly even 
though we have shortcuts. To solve this problem, the 
VNC client viewer provides a Twin view. This view divides 
the display area of the cellular phone into two parts. The 

user can control the upper half and the bottom half 
independently. Therefore he can assign both halves 
independently to facilitate his desired task. 

3.4 Pointing and Clicking 

The user can move the pointer on the remote 
desktop display vertically and horizontally by pressing 
keys. Dragging can be executed by pressing a key to 
specify the start of the dragging operation, then moving 
the pointer, and finally pressing the same key to indicate 
the end of the dragging operation. When the pointer 
approaches the edge of the viewport, the viewport is 
automatically panned to follow the pointer. Clicking 
mouse buttons can be performed by pressing the 
corresponding keys on the cellular phone. Double-clicking 
can be executed by pressing a specific key as a prefix. 

3.5 Inputting Text 

The text is entered and edited locally on the 
cellular phone using the built-in text input capability of 
the cellular phone. After editing on the cellular phone, 
the text is transmitted to the VNC server. The same 
mechanism can be used to send control characters such 
as backspace, delete, carriage return, and line feed, by 
entering escape sequences. For example, the user can list 
the files on a remote UNIX system by entering the ls 
command with a carriage return as four characters “ls\n” 
on a terminal emulator. 

3.6 Shortcut Assignments 

Common GUI operations, such as pressing GUI 
buttons and opening pull-down menus, become very 
tiresome when only basic operations are provided. For 
example, to push a GUI button that is not currently 
displayed on the viewer, the user has to zoom out, pan 
several times, and may then have to zoom in to show the 
button. To shorten the time necessary to access 
frequently used display areas, the VNC client viewer 
offers a mechanism called a shortcut. 

4. ENCODING STUDY 

The RFB protocol working consisting of responding to 
request from the client about a specific onscreen 
rectangle and then server responds in the form of the 
update consisting of an encoding the difference between 
the moment of the request and the last time the client 
requested data about this rectangle .Sending of 
information will lead to the high consumption of the 
bandwidth with the consequent delay in the process. To 
overcome this problem different encodings have been 
developed. Encoding refers to the format in which a 
rectangle of pixel data will be sent. Every rectangle 

of pixel data is prefixed by a header providing the 
position of the rectangle on the screen, the width and 
height of the rectangle, and an encoding type. This 
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encoding type specifies the way of encoding of the pixel 
data. The data itself then follows using the specified 
encoding. These encoding are used to determine the way 
to transfer the graphical information. Adding new 
encodings developed by third parties does not 
compatibility with VNC applications that do not contain 
that new encoding. When a client wants to establishes 
communication with server both side must negotiate the 
encoding type to be use. If the client requires a non-
existent encoding, the server will appropriate the next 
encoding available. Following are the 4 basic types of VNC 
encoding can be used : Raw, RRE, Hextile , CopyRect. 

4.1 RAW 

RAW is the simplest encoding form. In this server 
sends all graphical pixels to the client and data consist in 
the form of width*height pixel values(where width and 
height are the width and height of the rectangle). This 
encoding method must be supported by clients. The 
process time used is minimal and the performance is very 
high when the server and the client are on the same 
machine. If the client is hosted in a remote device the 
performance is reduced due to the transfer of large 
amounts of data. This encoding is specifically designed 
for the low performing devices. 

 4.2 RRE 

RRE stands for Rise-and-Run-length-Encoding 
which consists of grouping consecutive identical pixels in 
order to send only the information of one pixel and the 
number of replications of that pixel. The basic intension 
behind RRE is the partitioning of rectangle of pixel data 
into sub regions each of which consist of the single pixel 
value and union of which comprises the original 
rectangular region. It is an most effective method when 
large blocks of the same color exist, like in patterns are to 
be send. There is a variant of the protocol which uses a 
maximum of 255x255 pixels to reduce the size of the 
packages. RRE rectangles arrives at the client in the form 
which are easily rendered immediately and efficiently by 
simplest of any graphics engines. 

4.3 CopyRect encoding (copy rectangle)  

This encoding is a very simple and efficient 
encoding Which is used when the client already has the 
same pixel data elsewhere in its frame buffer. The 
encoding on the wire simply consists of an X,Y 
coordinate. This gives a position in the frame buffer from 
which the client can copy the rectangle of pixel data. This 
can be used in a variety of situations, the most obvious of 
which are when the user moves a window across the 
screen, and when the contents of a window are scrolled. 
A less obvious use is for optimizing drawing of text or 
other repeating patterns. 

4.4 Hextile 

This encoding divides the rectangles in the 16*16 
tiles, allowing the dimensions of the sub resctables to be 
specified in 4 bits each and 16 bits in total. The rectangle 
is split into tiles starting at the top left going in left-to-
right, top-to-bottom order. This encoded data contents 
of the tiles simply follow one another in the 
predetermined order. If the width of the whole rectangle 
is not an exact multiple of 16 then the width of the last 
tile in each row will be smaller than that of previous tiles. 
Each tile is either encoded as raw pixel data, or as a 
variation on RRE. Each tile has a background pixel value, 
as before. No need to specify for any given tile if it is 
same as background of the previous tile. 

5. RFB PROTOCOL  IMPLEMENTATION STEPS 

There are three stages to the RFB protocol implentation. 
First is the handshaking phase, the purpose of which is to 
agree upon the protocol version and the type of security 
to be used. The second stage is an initialization phase 
where the client and server exchange ClientInit and 
ServerInit messages. The final stage is the normal 
protocol interaction. Handshaking begins by the server 
sending the client a ProtocolVersion message. This lets 
the client know which is the highest RFB protocol version 
number supported by the server. The client then replies 
with a similar message giving the version number of the 
protocol which should actually be used (which may be 
different to that quoted by The ProtocolVersion message 
consists of 12 bytes interpreted as a string of ASCII 
characters in the format "RFB xxx.yyy\n" where xxx and 
yyy are the major and minor version numbers, padded 
with zeros. the server). A client should never request a 
protocol version higher than that offered by the server. 

5.1 ClientInit  

Shared-flag is non-zero (true) if the server should try to 
share the desktop by leaving other clients connected, 
zero (false) if it should give exclusive access to this client 
by disconnecting all other clients. 

5.2 ServerInit  

After receiving the ClientInit message, the server sends a 
ServerInit message. This tells the client the width and 
height of the server’s frame buffer, its pixel format and 
the name associated with the desktop. 

CONCLUSION 

VNC allows to view a computing 'desktop' 
environment not only on the machine where it is running, 
but from anywhere on the Internet and from a wide 
variety of machine architectures. VNC uses the protocols 
to remotely control another computer, whereas our 
methodology access to remote computers from android 
devices. It helps in controlling the peripheral device like 
performing the mouse click operations and manipulation 
of files.  
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    VNC allows to be connected in the network and will 
provide secure, easy access to information within the 
network. This application will provide assistance to the 
system it also administrator in monitoring the tasks and 
also provide file transfer. Currently the scope of this 
system is within Wi-Fi area. This system will provide 
mobility for users for controlling and accessing the 
remote desktop over the internet. 
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