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Abstract-As the usage of digital pictures has grown, so have the methods and motivations to manufacture

forged digital images. As a result, there is an urgent demand for digital picture forensic systems capable of

identifying image changes and falsified photos. Many procedures may be employed and evaluated in image

processing, and in this article we describe pixel value comparison and statistical effects, which must be

referred to intrinsic maps in the image pixel value histogram, and then offer forensic ways to identify

manipulation. Image falsification, double compression detection, and image falsification On the useful

impacts of digital forensics, we offer a method for detecting additives through noise, observation, and

simulation, which demonstrates its efficiency after multiple testing. The portions of this research referred to

the findings in the discovery of different unique handicrafts that aid in digital forensics.

Keywords- Contrast enhancement, digital forensics, digital image forgery, intrinsic fingerprints, pixel value

histograms.

I. INTRODUCTION

Digital pictures have grown more widespread in
society in recent years (1) (2). Many political, judicial,
scientific, and news media institutions rely on digital
photographs to make important judgments or as
photographic evidence of certain occurrences.

This is a concern since the rise of digital photographs
coincides with the broad availability of image
altering tools. An image forger may readily modify a
digital image in a visually realistic manner at the
moment. Many of these institutions now want some
way of recognizing picture changes and validating
image authenticity in order to prevent both
humiliation and legal repercussions. As a result, the
discipline of digital picture forensics has grownimage
forensics has been born(3) 4) (5).

One of the major aims of digital image forensics is to
identify images and picture areas that have been
manipulated or altered in some way. Because of the

Problem’s ill-posedness, no general solution of
identifying picture forgeries exists. Rather, a variety
of approaches have been presented (5) (5) (6) (7).

To detect visual changes in a range of circumstances
While each of these approaches has limits, it has
been proposed that if a wide collection of forensic
methods is created,(6)(7) it will be difficult for a
forger to generate a picture that can fool all image
authentication systems.

Previous picture forensic work has focused on
detecting lighting angle discrepancies and
identifying digitally created items inside an image.
Inauthentic areas of a picture have been identified
using chromatic aberration inconsistencies and the
lack of color filter array (CFA) interpolation-induced
correlations. Classifier-based methods for detecting
picture forgeries utilizing a range of statistical
characteristics have been suggested. Though these
approaches may detect that an image has been
modified, they are unable to tell how an image has
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been altered beyond identifying affected picture
areas (8) (9).

One set of digital forensic approaches for identifying
picture manipulation evolved from research into
imaging device identification. Forensic imaging
device identification techniques aim to identify the
kind of equipment used to take a picture, the device
maker or model, and the specific imaging device
utilized(11)(12).

In general, these techniques identify devices by
estimating device-specific parameters such as CFA
interpolation coefficients or sensor noise (13). There
have been suggested image forgery detection
methods that work by identifying discrepancies in
these characteristics or by utilizing these parameters
to estimate a tampering filter.

While these approaches are extremely successful,
they also have the disadvantage of being time-
consuming. It is crucial to remember that most
image manipulation procedures leave unique,
identifiable "fingerprints" in the form of image
manipulation artifacts. Because these fingerprints are
frequently specific to each action, each form of
picture alteration has its own test, which must be
created separately (14) (15).

While identifying picture forgeries using these
techniques necessitates a huge number of
operation-specific tests, these methods can give
insight into the precise operations employed to alter
an image. Prior work that identifies picture umpiring
by detecting operation specific fingerprints includes
the identification of re-sampling, double JPEG
compression, and gamma correction
parameterization(16)(17).

Image forgery detection methods have been
suggested based on identifying local anomalies in an
image's signal-to-noise ratio (SNR) (18) (19).

We show in this paper that, with the exception of the
identity mapping, pixel value mappings create
statistical artifacts evident in an image's pixel value
histogram. These artifactsastheintrinsicfingerprint of
apixel value mapping are referred to. We can
develop a model of an unmodified image's pixel
value histogram by studying the common
characteristics of histograms of unaffected pictures.

This model is then used to detect diagnostic
characteristics of an inherent fingerprint of pixel
value mapping. Because many image processing
procedures are essentially pixel value translations, we
present a collection of picture fraud detection
algorithms (20) (21) (22).

Methods that work by identifying the inherent
fingerprint of each operation. We present techniques
for recognizing broad types of globally and locally
applied contrast enhancement, as well as a method
for detecting the usage of histogram equalization, a
popular  kind of  contrast  enhancement.
Furthermore(23)(24)(25), we present a method for
detecting the global addition of noise to a previously
JPEG-compressed picture by analyzing the influence
of noise on the fingerprint of a known pixel value
mapping applied to the image in
question(26)(27)(28).

While much of this work focuses on identifying
operations that affect a picture's perceptual
characteristics rather than more evident intentional
tampering(29)(30), detecting the image alterations
addressed in this work is nonetheless forensically
relevant. The detection of globally applied contrast
enhancement gives information about the
processing history of an image and may be helpful
prior information for other detection methods.

Furthermore, contrast enhancement procedures can
be used locally to mask visible signs of picture
manipulation. Local detection of these actions can be
utilized to prove cut-and-paste forgery. Additive
noise can be added to a picture on a global scale not
just to conceal visual evidence of forgery (31) (32),
but also to eliminate forensically crucial signs of
other tampering activities (15) (33).

Though the discovery of these sorts of activities does
not always imply deliberate manipulation, it does
cast suspicion on the image's and its content's
validity (34) (35) (36) (37) (38) (1).

II. RESEARCH QUESTION

e Find the difference map (using L2 Norm)?

e Check for the double compression, does the
double compression happen, where are the marks
that you found that lead to let you know that
double compression is happened .?

e Find the modification of the

forensics?

image using
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III. METHODOLOGY

The main purpose of this study is to research and
find new techniques, tools, and methods to recover
artifacts that show the forgery and deception of the
image, double pressure and the image map and
extract all the elements and traces that remained in
the image after modification, many devices,
equipment, software and tools are free and open
source that can be used in the process of
Examination, fraud and image compression such as
Python C Plus Plus C Sharp and Matlab, in this
research the Matlab was used through direct
simulation and tests.

IV. REQUIREMENTS AND EXPERIMENTAL
SETUP AND ANALYSIS

Third. Requirements, setup andexperimental analysis
The image forensics process is not much different
from that of laptops, but some of the tools used in
image forensics are somewhat differentso it
becomes difficult to understand the image systems
and how they were captured and how they are
stored in the computer,

Therefore, Matlab was used to read the (bixel by
bixel) image and read the colors and elements of the
image, where the test process was carried out on an
image (35)(39)(18)consisting of a number of pixels
(2988*5312) pixels in (JPG) format without
modifications under the name (AAUP0O1.JPG) and the
other(edited) with the same specifications under the
name (AAUP02.JPG).

Fig 1. Original imageAAUP01.JPG
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Fig 2. Edited imageAAUP02.JPG

Where the process of reading and analysis was done
through MATLAB and other sections in this research
show the results.

1.Difference map (using L2 Norm):

In this section, simulation and testing between the
two images were started, where the simulation was
carried out using Matlab, and as a first step, the
image was reviewed and then the colors were
separated and the image was converted to (YCrCb).
And then compare the pixels from the first and
second image and find the differences between the
first image and an interview in the second image by
using the (L2-norm) equation according to the
following code.

The results were presented after the test in the
images below.

2
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image
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Histogram original
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Histogram original Histogram Edited image
image (B color) (B color)
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2. Double Compression:

2.1 JPEG Compression: To explain the DQ artifact
which is introduced by double JPEG compression, we
first present a brief description of JPEG compression.

The compression of JPEG images involves three basic

procedures:

e DCT transform: an image is first divided into DCT
blocks (with size 8 x 8). Each block is subtracted by
128 and transformed to the YCbCr color space.
Then, DCT transform is applied to each channel of
the DCT block (40) (41).

e Quantization: the DCT coefficients at each

frequency are divided by a quantization step and
The differences between the original image and the rounded to the nearest integer.

modified image e Entropy coding: lossless entropy coding of the
quantized DCT coefficients.

The quantization steps for different frequencies are
stored in quantization tables (luminance table for Y
channel and chroma table for Cb and Cr channels).
The quantization tables can be retrieved from the
JPEG header (42)(43)(36).

2.2 JPEG Image Tampering Model: Generally, the
JPEG image tampering process can be modeled in
e — the following three steps (asshown in Figure 1):
:ﬁ;’jﬁfuji e P:ﬁﬁjﬁfﬂi e e Choosing a portion Al from an image A.
,l_h(_“‘i”(?i“rdlf’m%%ugaef pou gt U5t L oy pagey e Pasting Al into a JPEG compressed image B or
altering a selected region in B with image editing
tools directly.
original image " Edited image e Saving the forgery image as image C in JPEG or
Pixel Editing Pixel Editing any lossless format (in this case, we will re-save
the image as JPEG format with a compression

quality factor 100 before detection)

Specific periodic artifacts may be identified in the
frequency space of the doubly compressed picture.
DCT zero mean plots. Coefficients corresponding to
low frequencies the magnitudes of their Fourier
transformations are computed for each of these

Page 4 of 7



Mohammad Shadeed. International Journal of Science, Engineering and Technology, 2022, 10 International Journal of Science,

graphs. The DCT coefficients corresponding to the
frequency of the DCT (u, v) have a special behavior
for Quantitative doubling, corresponding, and
Fourier graph Transformation.

Some samples of method outputs are shown in the
picture below. Because, after examining the graphs
of the original image and comparing them to the
graphs of the changed image, It was discovered that
there are clearly apparent changes, indicating that
there is pressure in twofold in the second image,
which verifies the preceding section's finding that
there are alterations in the second image. When a
picture is changed and then saved in the same
format, the compression algorithm works on it again,
revealing the alteration as well as the presence of
double compression in the updated image.

3. An illustration of the double quantization:

An illustration of the double quantization
orlglnal image Edited image

-l _d
AN

An illustration of the double quantization.
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Edited image original image

3. Modification of the image using forensics:

It is well understood that lost JPEG compression will
result in some noticeable vertical or horizontal splits
in the image. These spaces, known as a synthetic
lattice (BAG), occur at the pixel block borders. This
feature can be used to identify whether or not the
picture has been altered. If the picture is intact, just
the synthetic mesh blocks should show on the block
borders, but the copied and pasted or split portions
are likely to bring their original bags, which may
appear within the block rather than on the
boundaries. Theoretically, If we extract all BAGs from
a given picture, the regions having BAGs within the
cluster border are deemed fabricated. The primary
goal of extraction techniques is to highlight and
highlight these weak lines. Only lines, which might
represent the borders of the objects or the objects
themselves, are toughened.

Noise estimation

The image, heavily compressed by JPEG, shows mass
artificial networks visible across the entire frame that
can be extracted by the algorithm described at the
end of the section. However, in some circumstances,
when the image is not highly compressed and stored
in high quality, the method using BAG becomes
more difficult to detect forgery. To increase the
versatility of the algorithm.

noise
Edited image
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V. CONCLUSION AND FUTURE WORK

In this paper, we present a set of digital image
forensic techniques capable of detecting image
forgery, falsification, compression, noise and
distortion, bitten by histogram, and detecting the
global addition of noise to a pre-compressed JPEG
image. We knew the intrinsic fingerprint that
mapping leaves in the histogram of image pixel
values or other discrete valuable data. By noting that
contrast-enhancing intrinsic fingerprinting processes
add energy to the higher-frequency components of
the pixel value histogram of an image, we detected
zip-compress in format (jpg) and detected fraudulent
manipulation and falsification by electronic forensics
and the two images were compared by pixel
comparison in each image.
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