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I. INTRODUCTION 
 

The healthcare system plays a crucial role in 

improving socioeconomic well-being, as a healthy 

population drives economic growth (ECPI, 2023). A  

 

significant topic in healthcare is information 

management, particularly in safeguarding sensitive 

patient data. Health records must remain private 

due to the potential for abuse and discrimination 

against those with medical conditions (Krylov, 

Abstract- The application of electronic health record management (EHR) system proved to be a viable 

replacement for the manual system for handling medical records. However, there has been concerns over 

data confidentiality and security in the healthcare sector, given the need for immediate review of the 

traditional centralized database systems that has so failed to meet this expectation. This project therefore 

proposed the development an improved blockchain based electronic health record (EHR) management 

system using a patient-centered approach, blockchain- based system that efficiently manages and 

safeguards health-related data of an individual. The proposed system was implemented using the object-

oriented analysis and design methodology (OOADM) which applies object orientation for the analysis and 

design of a software project development. The system was developed visual studio code (VS Code) 

hypertext preprocessor (PHP), making use of the Ethereum network and tools like web3.js and Ganache, 

adopting an approach that overcomes the constraints of the existing systems. A key component of 

blockchain technology, smart contracts provide the foundation for decentralized patient data processing 

and storing. These smart contracts ensure patient privacy and data security by conducting transactions in a 

safe manner. Especially, any changes made to a transaction can be validated and spread throughout the 

whole distributed network, improving data integrity. To enhance this system, a cryptocurrency wallet such 

as MetaMask can be used, which offers a centrally managed repository where medical records are securely 

accessible to authorized users, such as patients and doctors, at any time. With a robust framework for 

securely storing data with customized access permissions and facilitating the safe transfer of patient 

medical records, the new system outperforms the old one in terms of efficiency, credibility, and accessibility 

within the healthcare domain. 

 

Keywords- artificial intelligence; machine learning, Electronic health records, privacy, security, quality 

improvement 



 Nwozor, Blessing. U.  International Journal of Science, Engineering and Technology, 

 2024, 12:5 

 

2 

 

 

2023). Proper management ensures that authorized 

individuals can access information while preventing 

unauthorized use (Rezaeibagha et al., 2015). 

 

Technological advancements, including the rise of 

electronic health records (EHR) and big data 

analytics, have significantly impacted healthcare. 

These technologies allow for personalized therapy 

and predictive models for better patient care (Dash 

et al., 2019). However, the digital shift has raised 

concerns regarding data security and patient 

privacy (Demirdogen et al., 2023). 

 

EHR systems are essential for effective healthcare 

administration, requiring vast amounts of patient 

data to provide quality care. These records 

encompass various types of information, including 

clinical and genomic data, which contribute to 

improved patient outcomes (Pandey & Pandey, 

2018). Ensuring that sensitive data remains 

confidential while enabling its appropriate use is 

key to modern healthcare information 

management. 

 

Healthcare shifts toward value-based models, 

leveraging big data is crucial for clinical decision 

support and cost management (Rai & Srivastava, 

2014). The evolution of healthcare information 

technology (HIT) has opened new opportunities for 

enhancing care delivery, while also presenting 

challenges in maintaining data security. 

 

II. RELATED WORK 
 

The increasing reliance on digital systems globally 

has made information security a critical concern. 

Organizations and businesses must interact with 

various individuals and groups both online and 

offline, making it essential to secure data integrity 

and confidentiality. To address these concerns, 

many organizations develop and distribute 

information security policies to educate employees 

on best practices. As Marshet al. (2013) suggest, 

computers, once used to share information with 

only a select few, now expose private data to a 

larger audience, making the safeguarding of 

information crucial, especially in sectors like 

healthcare. 

In healthcare, where big data plays a significant 

role, protecting sensitive information is a matter of 

life and death. Cybersecurity breaches in this 

domain can have severe consequences, prompting 

discussions about how best to secure information 

systems from internal and external threats. The 

responsibility of information security in healthcare 

includes not only protecting the data but also the 

tools used to access it, as adversaries seek to 

exploit vulnerabilities for financial gain or 

amusement. 

 

The Theory of Reasoned Action (TRA), developed by 

Fishbein and Ajzen in 1975 and 1980, helps explain 

the factors that influence technology acceptance in 

businesses. TRA posits that behaviour is determined 

by an individual’s intention, which in turn is shaped 

by attitudes and subjective norms. When a positive 

intention is formed, individuals are more likely to 

act accordingly (Ambali & Bakar, 2015). TRA is 

highly relevant in information security, as employee 

attitudes towards security measures can 

significantly impact their behaviour and the 

organization’s overall security posture. 

 

TRA consists of four key elements: behaviour, 

intention, attitude, and subjective norms. It assumes 

that individuals carefully consider the consequences 

of their actions before engaging in any behaviour. 

As Ajzen and Fishbein (1975) note, intentions are 

influenced by how society views a particular 

behaviour, leading individuals to assess their 

actions as positive or negative. Applying TRA in the 

ICT space helps organizations shape employee 

attitudes toward security practices, thereby 

improving compliance and communication (Khando 

et al., 2021). 

 

Actor-network theory (ANT), originally developed in 

science and technology sociology, is another useful 

framework for understanding information systems 

in healthcare. ANT focuses on the creation and 

evolution of heterogeneous networks, which 

include both social and technical components 

(Hanseth et al., 2006). In the context of information 

security, ANT views a security breach as part of a 

network comprising both human and non-human 

actors, such as systems, policies, and users. By 
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examining these connections, ANT helps trace how 

different actors interact to create stability and order 

within a network (Hedström et al., 2010). 

 

When applied to healthcare, ANT offers insights 

into how electronic health record (EHR) systems 

coordinate patient care, manage work habits, and 

ensure information security. Though not a 

traditional explanatory theory, ANT provides a 

detailed perspective on how networks function and 

the processes that maintain stability (Cresswell, 

2019). By understanding these dynamics, 

organizations can better navigate the complexities 

of information security, especially in critical areas 

like healthcare. 

 

TRA and ANT offer valuable frameworks for 

improving information security, especially in sectors 

like healthcare, where protecting sensitive data is 

paramount. Through careful analysis of behaviour 

and network dynamics, organizations can enhance 

security practices and better protect their systems 

from cyber threats. 

 

Overview of Healthcare Information 

Management 

Healthcare Information Management (HIM) involves 

managing patient data to support diagnosis, 

treatment, and prevention of diseases. Traditionally, 

healthcare relied on paper records, which posed 

risks such as data loss (Perlmutter, 2014). However, 

with the rise of Electronic Health Records (EHR), 

healthcare providers now have efficient, secure 

access to patient information. EHRs improve 

collaboration, reduce errors, and ensure continuity 

of care (Jackson & Kogut, 2013). EHRs provide real-

time access to patient data, streamlining decision-

making for healthcare professionals. This has 

enhanced patient privacy and increased treatment 

accuracy across primary, secondary, and tertiary 

care (Brenya & Addo, 2021). With the integration of 

technology, the healthcare system has become 

more efficient, lowering costs and improving health 

outcomes. A comprehensive EHR system allows for 

better management of healthcare information, 

which is essential for the evolving demands of 

modern healthcare (Bouayad et al., 2019). 

Healthcare institutions greatly benefit from the 

transition to digital record-keeping, enhancing 

service delivery and patient empowerment. As 

patient health records evolve, they continue to play 

a vital role in improving healthcare management 

and reducing operational inefficiencies (Kareem et 

al., 2017). 

 

ICT in Healthcare Information Management 

The Fourth Industrial Revolution has significantly 

transformed healthcare delivery through 

technologies like 3D printing, used in creating 

prosthetics, surgical tools, and replicas of organs 

(Melo & Araújo, 2020). Virtual reality has also 

impacted areas like medical diagnostics, cognitive 

rehabilitation, and surgical procedures (Sony et al., 

2023). Additionally, the adoption of health 

information systems and electronic health records 

(EHRs) has automated many manual processes in 

healthcare (Golinelli et al., 2020). 

 

By 2040, global healthcare spending is expected to 

reach $18.28 trillion, making it one of the fastest-

growing industries (Negash et al., 2018). 

Technologies like blockchain, cloud computing, and 

RFID are enhancing healthcare efficiency (Chong et 

al., 2022). Health information management 

supports decision-making by providing timely, 

accurate data, improving the quality of care 

(Russell, 2011). Electronic records must meet 

national standards to ensure proper information 

exchange and patient care (Omosanya, 2016). 

 

The Electronic Health, Medical and Patients 

Record (EHR), (EMR) and (EPR) 

Electronic health records (EHR), electronic medical 

records (EMR), and electronic patient records (EPR) 

are computerized systems for storing patient data. 

In developing countries, these systems are being 

gradually adopted, allowing health information to 

be shared across various locations.  

 

EHRs include demographic details, medical history, 

and test results, enabling more accurate, secure, 

and accessible data storage (Sahney & Sharma, 

2018). The digital format of EHRs reduces the risk of 

data duplication and loss, benefiting healthcare 

professionals and improving patient care. 
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The adoption of EHRs has optimized medical data 

storage and distribution, enhancing physician 

efficiency and patient safety (Yanamadala et al., 

2016). While EHRs have not drastically improved 

patient outcomes, they have been linked to 

reduced in-patient mortality, and readmissions, and 

improved patient safety when fully implemented 

(Alobo et al., 2020). They also streamline 

documentation, communication, and billing 

processes, minimizing errors like incorrect 

prescriptions (Antwi, 2022). Additionally, EHRs help 

lower healthcare costs by reducing medical errors 

and improving record-keeping (Abdulai & Adam, 

2020). 

 

EMRs, a key component of EHR systems, store non-

redundant health data over a patient’s lifetime, 

enhancing care efficiency. They also enable 

communication between healthcare providers and 

assist in administrative tasks, such as billing and risk 

management (Siang et al., 2009). EMRs improve 

diagnosis, reduce errors, and offer tools like AI-

powered analytics and telemedicine integration. 

However, challenges include high costs, user 

adoption issues, and data security concerns (Arora 

et al. 2024). EPRs, which are used within a single 

healthcare organization, offer financial benefits 

through better efficiency, lower prescription costs, 

and reduced billing errors (Campanella et al., 2016). 

EPRs improve healthcare quality by enhancing real-

time access to patient data and improving 

documentation (Mohsin-Shaikh et al., 2019). 

Despite these advantages, successful 

implementation of EPRs requires IT skills and 

proper training to avoid errors (Pontefract & 

Wilson, 2019). 

 

Big Data 

In recent times data has become essential for 

business development and they are generated 

spontaneously from every sector of the world 

economy like a torrent. Businesses generate a 

staggering amount of transactional data every day, 

gathering millions and billions of bytes of 

information about their clients, partners, and 

internal processes. In the era of the internet of 

things, millions of networked sensors are being 

incorporated into the real world in gadgets like 

smart energy metres, mobile phones, cars, and 

industrial machinery that perceive, produce, and 

communicate data. In fact, a vast amount of digital 

"exhaust data," or data produced as a byproduct of 

other activities, is generated by businesses and 

organizations as they conduct business and engage 

with people. The volume of Big Data available has 

increased exponentially due in large part to the 

growing volume of multimedia content, which has 

been made possible by social media sites, 

smartphones, and other consumer electronics like 

PCs and laptops. Billion people worldwide have 

been able to contribute to this amount of data 

(Oguntimilehin & Ademola, 2014). 

 

According to Elliot et al. (2023) big data refers to 

the massive amounts of structured and 

unstructured data that organizations acquire on a 

regular basis. The examination of this data can 

result in operational insights that enable improved 

business decisions.It can also be defined as a 

collection of data from traditional and digital 

sources both inside and outside the company that 

serves as a foundation for ongoing detection and 

analytics.Bernard (2016), further asserts that big 

data is a quantity of data that is exceedingly relative 

and cannot be controlled using traditional 

approaches. Judith et al. (2013), describes it as a 

group of old and current technologies that support 

businesses in obtaining actionable perceptions. It 

has a vast amount of heterogeneous data that may 

be processed in real time for analysis and response. 

Furthermore, Schroer (2024) asserts that it is data 

that is generated continuously and keeps 

expanding in size, making it too large, complicated, 

and fast for conventional data management 

systems to handle. It is utilized in practically every 

industry to train AI and machine learning models, 

gain insights, conduct analytics, and support data-

driven business choices. Big data has 

beencharacterized as an enormous amount of data 

(Baig et al. 2019). Big data facilitates the analysis, 

visualization, and other types of data processing 

operations and activities. Based on the definitions 

provided above, it is possible to deduce that data is 

considered as big data if it cannot be stored or 

processed by common system capabilities or if it 

exceeds those capabilities. The powerful services in 
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this modern sector are constantly increasing 

volumes of data, and technological improvements 

ensure that the data may always be mined for 

commercial objectives (Al-Dulaimi & Ku-Mahamud, 

2020). 

 

 
Figure 1: The 5V’s of Big Data (Source: Al-Shiakhli, 

2019) 

 

Big Data in Healthcare information 

Management 

The global healthcare sector is one of the largest 

and most rapidly growing industries. Recent shifts 

have moved healthcare management from a 

volume-based model to a value-based, patient- 

centered care approach (Huang et al., 2015). This 

transition is driven by the belief that healthcare 

should provide better outcomes at reduced costs. 

Increasingly, healthcare companies are leveraging 

big data to enhance decision-making and improve 

patient-centered care (Feldman et al.,2015). The 

management and analysis of large, diverse health 

data sets are now essential for delivering effective, 

data-driven treatment. However, traditional data 

management systems have become inadequate for 

handling the expanding volume and complexity of 

healthcare data, necessitating the development of 

new big data tools and technologies (Senthilkumar 

et al., 2018). 

 

The potential applications of big data analytics in 

healthcare are vast, encompassing patient care, 

disease diagnosis, monitoring, and treatment 

optimization. Big data provides the ability to 

analyze detailed, dynamic, and diverse data sets to 

generate sophisticated healthcare solutions 

(Kamble et al., 2019). Its significance lies in 

transforming decision-making from data-scarce to 

data-rich, offering accurate simulations for various 

healthcare challenges (Khanra et al., 2020). 

Enhanced risk profiling, such as through Bayesian 

multitask learning, can improve clinical procedures 

by minimizing errors and reducing delays in 

preventive care (Lin et al., 2017). Furthermore, 

healthcare organizations stand to benefit financially 

from a strategic adoption of big data analytics 

(Wang et al., 2018). 

 

However, scholars note that a balance has yet to be 

achieved between leveraging the benefits of data-

driven healthcare and addressing privacy concerns 

(Kim et al., 2017). 

 

Blockchain Technology in Health Information 

Management 

Blockchain is a decentralized digital ledger that 

records transactions across multiple computers, 

ensuring that data cannot be altered without 

affecting subsequent blocks. This design makes 

blockchain highly secure, transparent, and 

immutable. Each block in the blockchain contains 

transaction data and is linked to the previous block 

using cryptographic hashes, forming a chain of 

blocks. The decentralized nature of blockchain 

ensures that data is not stored in one central 

location, which enhances its resistance to hacking 

and tampering (Khezr et al., 2019). 

 

In blockchain, once data is entered, it cannot be 

changed without consensus from the entire 

network, providing accountability and integrity. This 

makes it ideal for applications that require high 

security, such as healthcare, where sensitive 

information like electronic health records (EHRs) 

must be securely managed (Chelladurai & Pandian, 

2022). Blockchain can be particularly useful in 

healthcare for maintaining EHRs by enabling secure 

and immutable storage, ensuring privacy, and 

preventing data breaches (Elliot & Damingo, 2024). 

Moreover, smart contracts—self- executing 

contracts coded with predefined rules—enhance 

blockchain’s functionality by automating data 
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transactions, further securing patient data and 

improving system efficiency (Dutta & Barman, 

2024). 

 

Blockchain technology also improves 

interoperability, allowing seamless and secure 

sharing of medical data between different 

healthcare systems. This solves traditional EHR 

challenges such as data security, privacy concerns, 

and lack of interoperability (Shrestha & Panta, 

2023). Using cryptographic hashing and public-key 

cryptography, blockchain protects the integrity and 

confidentiality of patient data, reducing the risk of 

unauthorized access (Haleem et al., 2021). As 

blockchain continues to evolve, its application in 

healthcare will improve data management, enhance 

patient care, and reduce costs by streamlining 

record-sharing processes. 

 

Types of Blockchain 

Public Blockchain 

Open to anyone and fully decentralized, allowing 

users to read, write, and audit the blockchain. 

 

Private Blockchain 

Permissioned and restricted to certain users, 

making it more centralized but faster and more 

secure. 

 

Consortium Blockchain  

Semi-decentralized, managed by a group of 

organizations, ideal for business collaborations. 

 

Hybrid Blockchain 

Combines elements of both public and private 

blockchains, allowing selective data sharing. 

 

III. RELATED WORKS 
 

The use of Electronic Health Record (EHR) systems 

has transformed healthcare, enabling easier access 

to patients' medical histories for informed 

diagnoses and treatments. EHR systems support 

the shift toward patient-centered care, allowing 

physicians to access records remotely, offering 

seamless treatment across regions. Research into 

EHR technologies has led to groundbreaking 

developments but also revealed challenges, 

particularly around security and implementation. 

 

Abouelmehdi et al. (2018) highlighted privacy 

concerns related to big data in healthcare, 

reviewing encryption-based solutions, but no 

concrete implementations were tested. Similarly, 

Kamil (2024) proposed a security threat model for 

healthcare data, suggesting approaches like data 

encryption and access control, but again, these 

were theoretical proposals. 

 

Several studies have focused on improving EHR 

efficiency and accuracy. Zaied (2015) reviewed EHR 

applications and their potential for supporting 

clinical decision-making, but implementation 

challenges remained. Sikder et al. (2018) developed 

a phenotypic term binding technique within an EHR 

system to enhance disease prediction. While this 

method showed promise in trials, the system still 

required automation for faster diagnosis. 

 

Sankaranarayanan and Udayasuriyan (2020) 

addressed security by proposing biometrically 

secured EHRs, balancing user convenience with 

protection against data breaches. Meanwhile, 

Pandey et al. (2023) explored the use of RFID 

technology to streamline patient identification and 

data management, emphasizing the system’s real-

time synchronization capabilities. 

 

EHR systems offer significant advantages in 

improving healthcare delivery by making patient 

data accessible and enhancing decision-making 

processes. However, security, privacy, and full 

system integration remain areas that need further 

research and development. 

 

IV. METHODOLOGY 
 

In software development, various methodologies 

can be employed based on the nature of the 

project and its functional requirements. Factors that 

influence the choice of methodology include the 

complexity of the problem, the type of data being 

managed, the required development tools, and the 

specific system requirements (Pressman, 2014). 

Among the many software development 
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methodologies available, Object-Oriented Analysis 

and Design Methodology (OOADM) is particularly 

well-suited for developing blockchain-based 

electronic health record (EHR) management 

systems. OOADM provides a structured approach 

for modeling a system as a collection of interacting 

objects, making it ideal for complex, distributed 

systems like blockchain (Elgabry, 2017). 

 

OOADM comprises three main components: 

Object-Oriented Analysis (OOA), Object-Oriented 

Design (OOD), and Object-Oriented Programming 

(OOP). Each of these stages plays a specific role in 

the software development life cycle. Object-

Oriented Analysis focuses on identifying the 

system's requirements and defining key objects 

within the problem domain, which will interact to 

fulfill these requirements (Booch, 2002). During the 

design phase (OOD), the architecture is translated 

into programming constructs such as interfaces, 

classes, and methods, ensuring that the system can 

be implemented seamlessly. Finally, Object-

Oriented Programming applies these constructs in 

the coding phase, where the system is built using 

object-oriented programming languages like Java 

or C++. 

 

OOADM, initially developed by Grady Booch, 

employs object-oriented principles to model 

software systems through visual representations 

such as class diagrams, sequence diagrams, and 

state diagrams. This methodology effectively 

manages the complexity of large systems by 

breaking them down into modular, reusable 

components (Booch, 2002). According to Elgabry 

(2017), OOADM provides clear distinctions between 

the logical view of the system (classes and objects) 

and its physical implementation (modules and 

processes). This separation allows for better 

abstraction, encapsulation, and code reuse, all of 

which are critical for developing robust, 

maintainable software systems. 

  

A key tool in OOADM is the Unified Modeling 

Language (UML), which has become the industry 

standard for object-oriented design. UML offers a 

graphical approach to modeling software, enabling 

developers to visualize and communicate the 

structure and behavior of a system throughout its 

development (Rumbaugh et al., 2005). UML 

diagrams, such as class and use case diagrams, are 

particularly useful for capturing requirements and 

facilitating communication among stakeholders, 

developers, and end-users. 

 

In the context of blockchain-based EHR systems, 

OOADM’s modularity and scalability make it ideal 

for handling the distributed nature of blockchain 

technology. The methodology supports 

prototyping, where developers can build 

components to validate functionality, test the 

system under real-world conditions, and make 

necessary adjustments before final implementation. 

This iterative approach is critical for ensuring that 

the blockchain solution meets the high security, 

privacy, and performance standards required in 

healthcare applications (Elgabry, 2017). 

 

OOADM offers a comprehensive framework for 

analyzing, designing, and implementing software 

systems. By modeling the system as a collection of 

interacting objects, developers can better manage 

complexity and ensure that the final product aligns 

with user requirements. The methodology’s use of 

UML further enhances its effectiveness in capturing 

system requirements and guiding development. 

This makes OOADM a highly suitable choice for 

developing advanced, secure, and scalable systems, 

such as blockchain-based electronic health record 

management solutions. 

 

 
Figure 2 Architecture of the Existing System 

(Source: Pandey et al., 2023) 
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Figure 3 Architecture of the proposed System 

 

Flowchart of the Proposed System 

The flowchart give a pictoral or diagramatical flow 

flow of the design of a given system making it easy 

to undersstan and explain even for a novice in 

information systems design. The proposed system 

flowchart will be broken into three phases which 

include the admin, patient and physician flowcharts 

respectively in figure 4, 5 and 6 respectively. 

 

 
Figure 4 Admin Flowchart of the Proposed System 

 

 
Figure 5 Patients Flowchart of the Proposed System 

 

 
Figure 6 Physicians Flowchart of the Proposed 

System 

 

Design Specification 

The design specification of the proposed system 

spell out how the system will be designed from the 

front-end to the back-end component and the 

different security architecture that will be 
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implemented to ensure for strict adherence to 

security, confidentiality and privacy on the 

healthcare information on the system. 

 

Security Design Specification of the Proposed 

System 

The security design specification for the proiosed 

system takes into consideration that the Ethereum 

data storage which are design for the storage of 

very large structures and unstructured data have 

inbuilt data security and confidentiality mechanism 

therefore the system is design with specific node 

and terminals to enforce and adhere to strict 

security check to ensure that unauthorised access 

to user and administrative information does not 

occur. Figure 7 depicts the basic security design for 

the proposed system. 

 

 
Figure 7 Security Design of the Proposed System 

 

V. RESULTS AND DISCUSSION 
 

 

This paper explores the development and 

integration of a blockchain-based Electronic Health 

Records (EHR) system using the Next.js web 

framework and Ethereum blockchain. The system’s 

key objective was to enhance patient data security, 

privacy, and integrity by leveraging blockchain’s 

decentralized structure and cryptographic 

principles. The system employed Web3.js to 

connect to the Ethereum network using Hypertext 

Transfer Protocol (HTTP) through an Ethereum 

node. This node was deployed locally, using a wallet 

such as MetaMask to facilitate Ethereum 

transactions. MetaMask, as a browser extension, 

allowed secure user authentication and interaction 

with Ethereum, offering a simple and intuitive 

interface for account management. 

 

Each activity within the healthcare system 

corresponds to specific aspects of a patient’s 

medical history. These aspects include hospital 

visits, diagnosis reports, treatment records, lab 

findings, and prescriptions, all of which demand 

high levels of privacy and integrity. Access to this 

sensitive data is controlled through a permission-

based system. Medical practitioners can only access 

a patient's data with explicit permission, granted 

when patients schedule appointments via the web 

portal. This mechanism provides patients with full 

control over their medical records, aligning with 

privacy regulations like the General Data Protection 

Regulation (GDPR). 

 

The system comprises three modules: 

 User Management Module: This handles user 

authentication and role assignment (patient, 

doctor, or administrator) to ensure that only 

authorized personnel access specific features. 

 EHR Storage Module: This securely stores 

patients’ medical data on the Ethereum 

blockchain, ensuring data immutability and 

preventing unauthorized tampering. 

 EHR View Layer Module: This module displays 

medical data, allowing healthcare professionals 

to view patient records upon receiving access 

rights. 

 

Analysis of Result 

This blockchain-based system introduces a novel 

approach to managing EHRs by using decentralized 

technology to secure sensitive medical data. 

Traditional EHR systems, which store data in 

centralized databases, are vulnerable to data 

breaches and tampering. Blockchain, however, 

eliminates these vulnerabilities by distributing 

records across a network, making it harder for 

malicious actors to alter or access data without 

permission from a majority of participants. The use 

of Web3.js and MetaMask to establish secure 

connections between users and the Ethereum 

network enhances the integrity of user interactions. 

Patients have full control over their data and can 
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selectively grant access to healthcare providers, 

offering transparency and privacy. Additionally, the 

modular structure of the system allows for 

scalability and adaptability to different healthcare 

needs. 

 

However, potential drawbacks include the 

scalability of blockchain in handling large amounts 

of data and the transaction fees (gas fees) required 

for processing transactions on the Ethereum 

network. Future work should focus on optimizing 

the system for efficiency and exploring alternative 

blockchain platforms or layer-2 solutions to reduce 

costs and improve transaction speed. 

 

VI. CONCLUSION  
 

The proposed Blockchain-Based Electronic Health 

Record Management System marks a significant 

advancement in healthcare technology. By 

leveraging blockchain technology, this system 

transforms the way patient data is secured and 

managed, fundamentally enhancing data integrity 

and patient privacy. The decentralized nature of 

blockchain effectively eliminates unauthorized 

access, ensuring that sensitive medical information 

remains protected. 

 

Furthermore, the system facilitates seamless sharing 

of Electronic Health Records (EHRs) across various 

healthcare organizations, improving coordination 

and collaboration among providers. This 

interconnectivity enhances patient care by enabling 

healthcare professionals to access comprehensive 

patient histories, thereby facilitating informed 

decision-making. 

 

The integration of smart contracts within the 

system automates patient consent processes and 

ensures compliance with regulatory requirements. 

This automation reduces administrative burdens, 

allowing healthcare providers to focus more on 

patient care rather than bureaucratic tasks. 

 

The Blockchain-Based Electronic Health Record 

Management System not only demonstrates the 

potential of blockchain technology to optimize 

healthcare delivery but also emphasizes the 

importance of data security in providing patient-

centered services. As we stand at the forefront of 

healthcare technology transformation, this system 

exemplifies how innovative solutions can create a 

more efficient, secure, and patient-focused 

healthcare environment. 
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