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Abstract- Cloud environment increases flexibility for various application, organization, implementation,

monitoring, etc. Cloud feasibility raises many issues that attracts researcher to provide solutions. This

paper has work on unreliable cloud where nodes can provide service to users. Reliability of nodes in a

cloud depends on services offered, job completion, etc. So a mutual trust value was evaluated in a

specific time period for each node. Based on jaccard coefficient mutual trust value selection of node class

either real or malicious was evaluated. Time period based node classification reduces the data storage

hardware and increases the working efficiency of cloud, as malicious node removed timely. Experimental

values of proposed model were compared with existing model and result shows that proposed model

detect malicious node in less session.
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I. INTRODUCTION

Cloud computing is a compilation of the virtual
servers that allows any user to view, store and
retrieve data virtually [1].These tasks are mainly
based on data outsourcing and securing such data is
an essential task of all the cloud providers as cloud
computing is an internet-based platform and works
on accessing soft ware's, data, and resources from
any part of the world.

Distributed nature is one of the vital characteristics of
a cloud environment. These cloud providers can
easily de-allocate and allocate resources based on
usage and availability. They can also use free
resources at the time of computation of bulk data.
This feature provides good computation speed for
the users but also generates the risk of data being
exposed in an unknown network and thus the safety
of the data is the main concern here. There are
several issues regarding safety in a cloud
environment. One model of laas provides services
like multiple computers, virtual machines, and users
while the other provides the users with document

Information, etc. Attackers are regularly developing
the latest Software to attack cloud infrastructure and
their malware can easily enter within the cloud
infrastructure without the knowledge of anyone. We
need that some hosts should detect such malware
and so that we can take care of that particular host
and pre vent the malware from spreading into the
entire cloud environment. A profile should be made
of all the groups of a host when malware is detected
and action needs to be performed on such a host as
they play a vital node in the spread of the malware.

Il. LITERATURE SURVEY

Chen et al. [6] performed an investigation related to
sensitivity and problems related to safety in the
structure of the cloud by covering all the statistics.
He emphasized records separation, securing the
information and cloud, cloud calculating, and privacy
safety. They found out that the problems were basic
ally on SAAS, IAAS, and PAAS LEVEL. He concludes
that the main aim is to recognize and separate the
information for it safety for getting a well-planned
cloud infrastructure.
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Cloud computing [7] provides us a wide platform to
perform several data transactions and helps in
business events to its users. But these providers have
also provided TTP (trust third party) to assure the
safety of the user's data but still many users are not
sure about the safety of their data. In his study, he
demon started an approach called DM (ldentity
management) that can be used to build the trust of
users in cloud computing. This can be done by using
multi association computation and other vigorous
method and approaches over a set of information.
The package will follow a defense plan and
inspection and comp raises Pll to reach its results. It
will lead to involvement of IDM solicitation on such
clouds that are not trustable. The success of the
cloud atmosphere depends on the ability to recover
the data and defend it from being misused.

In [8] the paper demonstrated a model and
suggested some trust management techniques by
recognizing nodes based on the division of domain.
He showed that if we detach the nodes into the
domain it will decrease the trust load related to
computation and storage of data. All the fresh
conventional values were planned to be collected by
running cross-domain and domain sliding windows.
After this, an algorithm was run to calculate the trust
value of these nodes and thus hateful nodes were
determined after a filter process and removed from
the domain.

Azad et al. [9] gave the idea to use the planned
mechanism to check the dependability of loT
equipment. He collected some applicants and asked
them to rate their machines and their experience
with them. He later collected all the faith values and
put them on board. After that, he used a multiparty
calculating technique to calculate the universal trust
value often machine s.

Rafey et al. [10] allotted a faith score based on the
performance of the node. He calculated the node
community characteristics such as friendship, and
connection and node operation qualities such as,
node power calculation, assurance, significance of
context, and the response. At the time of trust
calculating he also laid emphasis on its support and
proposals on the further nodes. He also measures
background contacts of the nodes to determine the
faith value. There was also some problem related to
suggestions from the false nodes which have pro
vided higher values to their associates than expected.

International Journal of Science,
Engineering and Technology

An Open Access Jouma

Chen et al. [11] believe in mutually Quality trust
metrics, energy grade systems, communal faith data
that were based on the likeness of the community to
calculate the trust-related data. His study does not
lay much emphasis on faith.

I1l. PROPOSED MODEL

Proposed model Jaccard Coefficient Trust Model
JCFM was detained in this section of paper. It was
assumed that all nodes transactions related
information was managed by Cloud Bridge represent
as CB. Trust value calculation was done by bridge
periodically. Life cycle of CB updation was shown in
fig.1. Flow chart of trust model was shown in fig.2.
Various elements of the model were explained
below.

1. Nodes: In cloud nodes come to provide and take
services. Trust evaluation of each node was done by
the work as per transaction behavior done by nodes
in the cloud.

2. Transaction: A node in cloud request for a service
and other node who accept request to provide that
service is transaction. If requesting node
acknowledge as service received successfully then
traction get successful otherwise count as
unsuccessful transaction.

Fig 1. Cloud node and bridge model.

3. Cloud Bridge: its centralized data storage in cloud
where each transaction related information was
maintained. Cloud bridge store node specific
transaction count, successful transaction count, failed
transaction count and transaction nodel D. This
bridge store data as per clock. After completion of
clock cycle trust value of the nodes were evaluate as
per the transaction behavior done by node in past
clock cycles.
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4. Clock Cycle: Cloud defines a fix size time range as
a clock. So in one clock cycle more than one node
may initiate a transaction. Clock cycle (CC) is definite
number of clock count for updating a trust value of
nodes at cloud bridge table.

5. Node Trust value Each node in the cloud has a
trust value range from 0 to 1. This value may increase
or decrease as per the behavior of the nodes in form
of transaction success. Cloud bridge storage tables
were used to evale this value of work. First was
evaluation of node direct trust value where number
of successful transaction counts was dividing by total
number of transaction.

So let successful transaction count between i, j node
is represent by Tsij and total number of transaction
represent by Ttij. Estimation of direct trust value was
done Eq.1

Ts::
D;; = ]
Z & ¥

----Eq. 1

Develop Region

M Transaction

A
Update Cloud Bridge

> Jaccard Coefficient

Filter Malicious Nodes

Fig 2. Proposed work training module.

Above eq. 1 gives n number of direct trust value for
each node, but behaviors of node with node may be
different. As malicious node provide good service to
some node and poor service to others. So this trust
value needs to be further process by jaccard
coefficient function. This function takes all direct
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trust value of a node and generates a single value of
the node as per different behaviors operations done
by node with other nodes.

6. Jaccard Coefficient:
Jaccard function was proposed by [] whereas per
various observed features between two element a
trust value was generate by Eq. 2.

ANnB

jC = m----Eq. 2

In above eq. A, B are nodes in the cloud and features
are direct trust value between them. AnB is obtained
by getting lower direct trust value between A and B
for same nodes like A:C, B-C. AUB is obtained by
getting higher direct trust value between A and B for
same nodes like A-C, B-C.

7. Proposed JCFM Algorithm:

Input: n, CC // n: number of nodes in cloud

Output: T, M // T: Trust of nodes, M: Malicious nodes
e T+Initial_Trust(n)

CB*Initial Cloud_Table(n)

Loop 1:CC

Loop 1:m//m:Number of transaction in one clock.
i*Rand()

i=Rand()

[Tt Ts]-Transaction(i, j)
CB+Update_Cloud_Bridge(Tt, Ts)

EndLoop

Loop 1:in

JC[n]*Jaccard_Coefficient(CB)

If T<threshold

M-T

End if

End Loop

T-)JC

End Loop

Detail steps of the proposed algorithm shows that
after each CC Jaccard coefficient values were update
and nodes which performed malicious activity in
cloud are filtered and removed.

IV. EXPERIMENT AND RESULTS

Proposed algorithm was developed on MATLAB 2016
version software. Experimental work was performed
on machine having configuration of 4GB RAM and i3
processor 6th generation. Comparison of proposed
model was done with DPTM algorithm proposed in
(8].
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1. Evaluation Parameter;

1.1 Malicious Node Convergence: This term is the
ratio of number of malicious nodes to number
transaction required to detect. Hence lower higher
ratio value is better as it take low number of
transaction.

Number of Malicious Node in Network

MNE = Number of Transaction Need to Detect

1.2Trusted Node Convergence: This term is the
ratio of number of trusted nodes to number of
transaction required to detect. Hence lower higher
ratio value is better as it take low number of
transaction.

Number of Trusted Node in Network

TNC = Number of Transaction Need to Detect

2. Result:

Experimental results were evaluate in two different
section first was ideal condition where no nodes
were doing any malicious activity and other was
attack condition. In attack condition gray and friend
attach was performed on the cloud environment by
inserting malicious nodes.

2.1 Ideal Condition Trust Variation Values
Comparison:

In this ideal condition sixty nodes were takens for
100 clock cycle. These 60 nodes were observed for
14289 transactions. As all nodes are fair and provide
services nicely, so trust value of nodes get increases
in short number of transaction.

] Convergnece Rate To Detect Trust Node in Ideal Condition :;?3::\
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Fig 3. Trust model comparison of convergence rate
detection.

Fig3 shows that proposed model has increase the
trust value of nodes in less number of transaction as
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compared to DPTM model [8]. This was achieved by
involving the centralized transaction storage.

Figd shows that proposed model has increase the
trust value of nodes in less number of transaction as
compared to DPTM model [8]. Use of jaccard
coefficient value has raise the trust value as good
performing nodes were promote by JC, in the model.
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Fig 4. Average Trust value based model comparison

at different transaction count.
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Fig5 shows that proposed model has increase the
trust value of nodes in around 700 number of
transaction as compared to DPTM model [8]. This
was achieved by involving the centralized transaction
storage.
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Fig 5. Trust model comparison of convergence rate

detection of node.
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22 Gray Attack Condition Malicious Node
Detection:

In this condition of cloud have two types of node
first was true node and other was malicious node. In
gray attack malicious node may drop or complete a
transaction intentionally. So detection of such node
was done by both models.

Fig. 6 shows that under gray attack proposed model
has increase the trust value of true nodes in less
number of transactions as compared to DPTM model
[8]. Use of Jaccard coefficient value has raises the
trust value as good performing nodes were promote
by JC, in the model.

i Average Trust Value of Malicious Nodes
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Fig 6. Average Trust value based model comparison
at different transaction count.
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Fig 7. Trust model gray malicious node convergence
rate at different transaction count.

Fig7. Shows that proposed model has increase the
trust value of nodes in less number of transaction as
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compared to DPTM model [8]. Use of jaccard
coefficient value has raised the trust value as good
performing nodes were promote by JC, in the model.

2.3 Friend Attack Condition Malicious Node

Detection:
In this attack two or more malicious node
communicates with other malicious node and

increase successful transaction count of each other.
Malicious node drop packets of true nodes and
direct trust values get failed to detect such node.
Hence Jaccard trust value that was evaluated by
various other nodes transaction performance play a
important role to detect such kind of friend malicious
attacked node.
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Fig 8. Average Trust value based model comparison
at different transaction count.
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Fig 9. Trust model friend malicious node
convergence rate at different transaction count.
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V. CONCLUSIONS

Cloud computing is an Internet-based computing
and the next stage in evolution of the internet. It has
received significant attention in recent years but
security issue is one of the major inhibitors in
decreasing the growth of cloud computing. However,
this sole feature of cloud computing introduces
many security challenges that need to be resolved
and understood clearly. So a mutual trust value was
evaluated in a specific time period for each node.
Based on jaccard coefficient mutual trust value
selection of node class either real or malicious was
evaluated.

Time period based node classification reduces the
data storage hardware and increases the working
efficiency of cloud, as malicious node removed
timely. Experiment was done on three environmental
conditions ideal, gray hole and friend attack. Results
shows that proposed model has decrease the trust
value of malicious nodes in less number of
transaction as compared to DPTM model [8] under
friend and gray attack. It was also found that
proposed madel has increase the trust value of real
working nodes in less number of transaction. Use of
jaccard coefficient value has raise the trust value as
good performing nodes.
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